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1 Introduction

1.1 Document Overview

1.1.1 Purpose

This document demonstrates the Developer Console which enables the Third Party Developers to Signup for a
developer account and register their third-party application for sandbox access and production after the approval.
Developer Console enables the Third-Party Developers to connect to the AvMed FHIR repository.

1.1.2 AvMed Health Offerings
AvMed offers Interoperability and Data Exchange as a part of FHIR solution.

Based on modern web-based API technology, our FHIR API makes it easier for systems to exchange granular
data elements that make up the patient’s record instead of an entire document. SMART creates application
interoperability allowing clinicians to substitute best applications within the EHR. Together, SMART and FHIR
enable clinicians to access pluggable apps directly within their workflow.

2 References

Patient Access API Implementation Guides
e HL7 FHIR Consumer Directed Payer Data Exchange (PDex) (CARIN IG for Blue Button®) IG.
HL7 US Core IG (only limited profiles mandated by CMS)
HL7 FHIR Da Vinci - PDex US Drug Formulary 1G
HL7 FHIR® Da Vinci PDex IG: Version STU 1.0.0
HL7 FHIR v4.0.1

Provider Directory Search API Implementation Guides
e HL7 FHIR Da Vinci PDex Plan Net IG

Third party developer certification
e https://bluebutton.cms.gov/checklist/
e https://www.carinalliance.com/who-we-help/application-developers/
e https://www.carinalliance.com/wp-
content/uploads/2020/07/2020 CARIN Code of Conduct May-2020.pdf

3  AvMed Developer Console

3.1  Authorization Overview

The Patient Access API is based on the FHIR SMART app framework, and relies on the OAuth 2.0 specification and
the OpenID Connect Core 1.0 standard for securing connections. The AvMed FHIR server supports both the standard
OAuth 2.0 and OIDC web application authorization flow.
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https://build.fhir.org/ig/HL7/carin-bb/
https://build.fhir.org/ig/HL7/carin-bb/
https://www.hl7.org/fhir/us/core/
https://hl7.org/fhir/us/Davinci-drug-formulary/
https://hl7.org/fhir/us/davinci-pdex/index.html
https://www.hl7.org/fhir/R4/
https://build.fhir.org/ig/HL7/davinci-pdex-plan-net/
https://bluebutton.cms.gov/checklist/
https://www.carinalliance.com/who-we-help/application-developers/
https://www.carinalliance.com/wp-content/uploads/2020/07/2020_CARIN_Code_of_Conduct_May-2020.pdf
https://www.carinalliance.com/wp-content/uploads/2020/07/2020_CARIN_Code_of_Conduct_May-2020.pdf
http://www.hl7.org/fhir/smart-app-launch
https://oauth.net/2/
https://openid.net/specs/openid-connect-core-1_0.html
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3.2 How to Register to Access AvMed Developer Account

AvMed on FHIR is a free resource for developers who create apps for use by patients and healthcare
organizations. A Developer is needed to be registered in Developer Console to create their account and thereby to
be able to access AvMed FHIR repository and pull in any members data.

In addition, you need to define the scope, which is used to define the authorization components of the AvMed
customer that will be using your application. The AvMed API has implemented the SMART App Launch: Scopes and
Launch Context to manage access to a AvMed customer's data.

Follow the step-by-step instructions to register / signup to access AvMed FHIR Platform.

URL: https://myhub.avmed.org/developerconsole

Screens

Web Browser

() paste url in your browser serach bar o = @
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http://build.fhir.org/ig/HL7/smart-app-launch/scopes-and-launch-context.html
https://myhub.avmed.org/developerconsole
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Developer Console Login

AvMed =

Manage
Applications

Login er register fo-manage thind pary applcotions:

ILFFORT w

Developer Login
Already o User® Log Inbelow

*Liaframs

A
*Porsoed ﬂ
Forgal Lsername of Passwor
Don't hiove on accounts Reqitar
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Registration Page
AvMed Eiia

Register

Usar informaton

*First Mame “Lost Hame * lsemame
“Ernail Addiren “Moksle Nurnber Organizahon
“Pasnwend

Paisword doe: nol meel

*Corfirm Possword

B At lemt | Spocial Chamacier - & 7, _ %)

Terrms & Condifions

[] Vewrtity thal | have read and agres fo the AvMed e of Use and Pivasy Paley.
| provide mry coment o receive occount relaied communications from Avied,

Mo Of HONSECATENGAON | EXpono! | Krepl ApTven | Fng Vi | Pomagods | HEE (Chisss | POMGSE |TOR000) | o |dess | S00000 | Dsmmen
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Registration Confirmation Email Sent Message

AvMed 5.

Confirm Your Email Address

A okt nd hos been st o fhe smol oddssas vou prodied,
Pl clicw e irtuciion: on P eemal o aclivcle poor accound
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Account Activated Message

Subject : Avied Account Activation

AvMed b g
Account Activation

Thank you for registering with AvMed.

Flease confirm your email by clicking here to activate
your account,

If you believe you have received this email in emror,
please write us at developersupport@avmed.org.

Thank you,
Your AvMed Team

B 20152021 AviMed.
Avied 252

Thank youl

S Qe o P e afed

U =0 | P WS b Py (Tapmny | Ee | e | S— D
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Developer Console Login Page

AvMed e WEPORT v

Developer Login
Already o User? Log Inbelow

Manage :
Applications g

Log in or register to manage thind pardy applcofions.

Forgaf

e | S irhaay | o [Mofios of onciscrminlon |S5ofnl | frewdl Apayven | fiEng vil | Forkgds [ T (D |PorgnR | agoiog [P (e | Foons | Deeie
i [l |iraclm

il !, SBA2R 0 IT
ok 3 - P S

Step-by-Step Instructions
Steps More Information

Start from a Web Browser

1. Type the AvMed Developer Portal URL into your web
browser and press the Enter key.

The AvMed Login Page is displayed.
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Registration Page

2. Click Register
Create your account page is displayed.

3. Provide your details to create the account:

A
B.
C.

nmo

First Name — Enter your First Name

Last Name — Enter your Last Name

Username — Your user ID is the name you will use
to log in to the Developer Account. Provide a
username as per choice

Email — Provide your email ID

Mobile Number — Enter your mobile phone number.
Password — Type the password you wish to use for
your Developer Portal account.

Confirm Password — Re-enter the password. The
two passwords you entered must be an exact
match.

| certify that | have read and agree to AvMed Terms
of Use, Privacy Policy and Disclaimer— you must
select this check box, otherwise you cannot submit
the form. Click on the links to read the policies and
conditions carefully.

| agree to the CARIN Code of Conduct - you must
select this check box, otherwise you cannot submit
the form. Click on the 'a signed copy' link to
download the copy of CARIN Code of Conduct,
sign the copy and send it to
interoperability_developersupport@avmed.org.
Incase inputs are not validated; you will receive an
error message.

IMPORTANT! All fields marked with an *
(Asterisk) are mandatory fields.

IMPORTANT! You cannot submit the
Request for Registration form unless you
place a check in the | agree with the Terms
of Use check box.

IMPORTANT! Be sure to follow the
onscreen instructions when creating your
account password.

TIP! By default, the passwords are
masked. If you want to unmask it, click on

n%l can view the password while
To Mask again

_

the ic
typing.

click

TIP! Once you check the checkbox the
Blue Check Mark ‘ ’ will be visible.

For unchecking click the

4. Click Continue to go to the next step.

A confirmation link is sent to your Email ID.

Steps

Account Activation Email

More Information
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5. Click the link to confirm your email address.
Email Confirmed message appears.

6. Click Login button.
Developer Console Login page appears.

7. Click Login button.

Member Console Login page appears.

Follow step described in How to Log in to the Developer
Console to Access Your Account in this chapter to
successfully login and access the account.

3.3 How to Login in Developer Console

Follow this step-by-step instruction to log in to the Developer Console:

Before You Begin

* You need to have your AvMed Developer Portal User ID and Password.

Screens

Web Browser

] ) paste url in yoor browser serach bar o

3470 N.W. 82nd Ave,, Doral, FL 33122 | AvMed.org

W



AVMed Embrace better health

Developer Console Login Page

AvMed 5

Manage
Applications

Log in or register to manage thid parly sppbcofions.

WFPORT v

Developer Login
Already o User? Log Inbelow

"Lieframes

R
"Ponraied -‘3
0
Forgaf I e
Don't Fiove ar rite | I
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Authentication Email

Subject : Avied Account Authentication

A\\"ME'd E:‘Pr;?igdlh'

Your requested AvMed Authentication Code

323454

Use the code above to authenticate your account.
Only valid for 3 minutes from receipt of this ermail.

Thank yvou,
Your AvMed Team

= 2015-2021 Aviied.
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Authentication Page

AvMed S5t

Avthenticate Your Account

T guimanboale v ool gutd pheare eelee ee aythesiodor coke Pl 0 resl Ly o mgatered el addrea

Crdn® resconwa an puthescahaon code Besend

T [P | |

Developer Console Dashboard

FrreeccE

Setier Faclitt n ek e Barg. =
BASFRCANTY BAANALE AFRLC AT BIFPFCIRT  we
Dashboard
New Applicafion Reglsiratlon Manage Applications
Chck bilow 10 compsele o new Tk bl 10 mardigs youl regitead
apgacaiion mgstaion fomm applicaticns (s oppicafion shalus,

detoal and credenball,

HEGIATEN MEwW MLABAGE BFPLHCATIONS
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Step-by-Step Instructions

Steps More Information

Start from a Web Browser

1. Type the AvMed Developer Portal URL into your web
browser and press the Enter key.

The AvMed Developer Login Page is displayed.

Login Page

More Information

IMPORTANT! The Portal keeps track
of failed login attempts and will lock

2. Provide your login details: your account upon the third failed
attempt. If your account becomes

A. Username — Provide your username. locked, follow the instructions provided

B. Password — Type the password. in the onscreen message to get your

Incase inputs are not validated; you will receive an error account unlocked.

message

3. Click Login

The Two Factor Authentication screen will be displayed by
default.

Authentication Screen

TIP! Each Authentication Code is valid
for 3 minutes or one successful usage
whichever is earlier.

4. An Activation Code is sent to your registered Email ID.
Copy or note the code.

5. Authentication Code Validation:

A. Type the Code that you have received in Email ID.

B. OPTIONAL! Click Resend if you have not received
the OTP.

C. Click Submit

You will be landed on the Developer Dashboard.
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3.4 How to Use the Forgot Password Option

Follow this step-by-step instruction to create a new password when you cannot remember your current password.

Before You Begin
* You will need access to your email account to receive a validation code.

»  Start at the Developer Login page.

Screens
Login Page
AvMed DX
Developer Login
armody o User? Log in below
Manage o A
Applications 2
Lo moor negader o monoge Fird party applcolions
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Step-by-Step Instructions

More Information

Start on Developer Login Page

1. Click the Forgot Password link.
The Forgot Password Page is displayed.

Forgot Password Page

2. Enter your Registered Email Address which you have
provided while creating the Developer Account. Then click
Submit.

A verification code is sent to your registered Email ID.

Authentication Screen

3. Authentication Code Validation:

A. Type the Code that you have received in Email ID.

B. OPTIONAL! Click Resend if you have not received
the OTP.

C. Click Submit

Change Password page is displayed.

Reset Password Page

4. Creation of New Password IMPORTANT! Be sure to follow the
onscreen instructions when creating

A. Enter your new Password B. your account password.

Re-enter the same Password.
C. Click Reset.

. TIP! By default, the passwords are
Your new password is saved page appears.

masked. If you want to unmask it, click

on the %1. You can view the
password while typing. To Mask again

_

click

3470 N.W. 82nd Ave,, Doral, FL 33122 | AvMed.org
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More Information

Password Updated Page

5. Click Login to login to your Developer Console Portal

Developer Console Login Page will be displayed. Follow
step described in How to Log in to the Developer Console in
this chapter to successfully login and access the account.
You will also receive an email confirming that your password
for AvMed Account has been reset.

3.5 How to Use the Forgot Username Option

Follow this step-by-step instruction to retrieve your username when you cannot remember it.

Before You Begin
* You will need access to your email account to receive a validation code.

»  Start at the Developer Login page.

Screens
Login Page
AvMed B
Developer Login
Alreody a Userd Log in below
Manage

Applications o

Lo W or regivies Bo manage e poty oppc ation

it 1 bt ey e | e | | et Sy |y 18 | St | PR b mrnm gk (e | S |t
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Forgot Username Page

AvMed S5

Forgot your Username?

Piscips errisd e emol oddness whee vou crealed aosoun

| hofce o Mrclicssemfon | Boafiol | e Sswan g YR | Frergula | BEEE | oo | Topoog

Step-by-Step Instructions

Steps More Information

Start on Developer Login Page

1. Click the Forgot Username link.

The Forgot Username Page is displayed.

Forgot Username Page

2. Enter your Registered Email Address which you have
provided while creating the Developer Account. Then
click Submit.

A verification code is sent to your registered Email ID.
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Authentication Screen

More Information

3. Authentication Code Validation:

A. Type the Code that you have received in Email ID.

B. OPTIONAL! Click Resend if you have not received
the OTP

C. Click Submit

Change Password page is displayed.

Username Updated Page

4.. Click Login to login to your Developer Console Portal using

the Username displayed in the screen. TIP! Click on Forgot Password button

in case you have forgotten the
Developer Console Login Page will be displayed. Follow password for the Developer Portal. To
step described in How to Log in to the Developer Console know more, please refer to How to Use
to access your account in this chapter to successfully login | Forgot Password Option.

and access the account.

4 Developer Console Home Page

4.1 Developer Console Navigation, Display and More

4.1.1 Navigation and Display Functions

3470 N.W. 82nd Ave., Doral, FL 33122 | AvMed.org
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Screens

Developer Console Functions (Header Sections)

MMGd hﬂmmudh n Fisik Ison Besng

ok A L MARACE APEC AT WFPOIRT

Dashboard

(2] ©

Mew Application Registrafion Manage Applications
Chck balow o complete o res CHek Bk o TP Yo regstansd
applicalion regelralion formm apphicalions [waw apoicafion slalus

di=laih ond credeniiak]

Saraaturd o ke | T Al R e ol e T i | Fipafie |4eral sy | e e | Pahapess | T 1 bee |Foresm | GEeg | Pl | el [ estch
| | il el |

Toll Spsr EMED Fe i TTY e ol 75
dudoan e AUCAR - R B R e

AvMed Developer Console Navigation and Display Functions

Functions Details
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1. Welcome drop-down Click the Welcome link to display a drop-down that includes the
following options:

» Change Password
*  Logout

Functions

A list of links displayed on the portal that allow you to jump to
the task quickly and easily you want to perform.

2. Menu and Submenus

4.1.2 Pagination Controls

When you are on the Application page, the details are displayed in a table with a row for each item found.
Sometimes searches can produce a very long list of results. Rather than display the results in a long list / page
that will require a lot of scrolling, the Portal displays ten records at a time and shows pagination options below the
table that enable you to move from page to page within the results. The Pagination options also enable you to
select a different number of search results to display on each page.

Step-by-Step Instructions

More Information

Pagination Options

3470 N.W. 82nd Ave., Doral, FL 33122 | AvMed.org
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1. Pagination Controls - This option is displayed when there
are too many search results to display on a single page.
Use these controls to move between pages of search
results.

A. Click on First to move to the first page of the search
results.

B. Click on a left facing arrow <- to move one page
previous in the search results

C. Click on a number to move to that page within the
search results.

D. Click on a right facing arrow -> to move one page later
in the search results.

E. Click on Last to move to the last page of the search

results

4.1.3 Onscreen Explanations

Many headings and data-entry fields in the Developer Portal include onscreen explanations. The “Help” icon, a
question mark shown in a blue circle, indicates that there is text available with a helpful explanation.

Hover your cursor over the “Help” icon to show the help text.
Screens

Example of the “Help” icon with informational text displayed.

3470 N.W. 82nd Ave., Doral, FL 33122 | AvMed.org
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4.2 Developer Console Dashboard Tour

The Developer Console dashboard is designed to give you quick access to the information you need and the tasks
you want to perform.

Screens

Developer Dashboard Page

AvMed . B isno, i i

TG EOUA R B b o PR AT WIFFTIRET w

Dashboard

'z ©

New Applicafien Registration Manage Applications
Chck below 1o complete. o new CHCE Bakow 10 IMardags yous regstansd
applicalion egainalion form apphicalions [wew opoication slalus

de=laih ond credentiah]

w e o ol oIl b | Fisafiel | 4 s TG YR | Fahgets | T (D | Forem | Rigaen | P el |msture |Lassisch
Viem

I
ke AUASAR - 0P B B L

AvMed Developer Console Navigation and Display Functions

Functions Details

1. Welcome drop-down Click the Welcome link to display a drop-down that includes the
following options:
* Change Password
*  Logout
TIP! For more details, please refer to 3.3 and 3.4 in this guide.
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A list of links displayed on the portal that allow you to jump to
the task quickly and easily you want to perform.
2. Menu and Submenus

Clicking here will take you to the Application Registration Page.
TIP! For more details, please refer to 4.1 in this guide.

3. Register New Application

Clicking here will take you to the Manage Application page
where you can view the list of App Registration like App ID and
Name, Approval Status, and Details for Approved Application
option. This link is also available on the Menu Bar.

' . — -
4. My Applications TIP! For more details, please refer to 5.1 in this guide.

5. Social Media Icons The following social media icons are in the footer area:
* LinkedIn
o Twitter
*  Facebook
*  YouTube

Click on anyone of the Social Media Icons to visit the respective
the social media site of AvMed

6. Footer
You can also view About AvMed in the footer. The footer also
provides you with the AvMed'’s Privacy Policy, Terms of Use and
Disclaimers

TIP! Select any to view the details

4.3 How to Change Your Password

The portal takes you to Identity Server to change your password. Follow these instructions to change your
Developer Console portal password.

Before You Begin
*  You will need your current password.

* You can access this task from any portal page.

3470 N.W. 82nd Ave., Doral, FL 33122 | AvMed.org
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Step-by-Step Instructions

Start on Any Portal Page

1. On the Welcome drop-down option at the top right of
the page,

A. Click the Change Password option.
The Change Password page is displayed on Identity Server.

Change Password Page
2. Follow the following steps to create the new password:
A. Enter your current password.

B. Enter your new password.
C. Re-enter your new password to verify or confirm

More Information

IMPORTANT! Portal takes you to
Identity Server to change your
password.

IMPORTANT! Be sure to follow the
onscreen instructions when
creating your account password.

TIP! By default, the passwords are
masked. If you want to unmask it,

click on the quc n. You can view the
password while typing. To Mask again

lick
clic =

3. Click the Submit button.

The Developer Console portal will display a success
message telling you that your password has been changed.

4. The portal will automatically redirect you to the Developer
Login. In case you are not redirected click on Click here
link to land on the login page. You need to login to the
Developer portal with the new password.

Steps

Password Successfully Changed Email

TIP! Follow step described in How to
Log in to the Developer Console in this
chapter to successfully login and
access the Console.

More Information

5. You will also receive an email in your registered Email ID
confirmation regarding that the password has been updated
successfully.
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4.4 How to Log out of Developer Console

For security purposes, it is recommended that you log out of the Developer Console at the end of your session
instead of just closing your browser. Follow this step-by-step instruction to securely end your Portal session.

Before You Begin

« Start at any Developer Console page.

Screens

Welcome Menu Drop-down — Logout Option

AvMed Developer Login Page

AvMed S55..

Manage

Application

L) by e sl g% 1hind peorty capipications

T T P e T T

Developer Login

alraady a e Log In below

S Vi iy [Pt fins | e jDamt

Step-by-Step Instructions

More Information
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Start on Any Portal Page

1. Click the Welcome Developer Name option. This
option is located near the top right of the page.

2, Click the Logout option.
You will be directed to AvMed Developer Home page.

5 Application Registration

5.1 How to Register Third Party Application

Once the setup for FHIR Server and Identity Solution is in place, Developer Console enables the Third-Party
developers to Sign up for a developer account and register their third-party application for sandbox access and
production after the approval.

5.1.1 App Registration Snapshot

Follow the step-by step instructions to Register New Application.

Before you begin

+ Login to the Developer Console and be on Dashboard.
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Screens
AvMed s n Histh, Aasaon Bavy =
DATMACIARD PARRALGE AFPYLIC AN M SIFPORT
Dashboard
New Applicalion Regisiration Manage Applicabions
Click Balow o compheie-o rw Lok hetow o manoge your aohhamd
cppdcalon regsinaicen frm apglications (view appilcation siohoa,

detols and credentiak)
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New App Registration Page - Step 1
Avtied ST Y oo e g =
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New App Registration Page - Step 2
AvMed =i ) He=tc. Jazongeg -

OASHEOWRD MANAGE AFFLICATIONS SUPPORT w

New Application Registration

Step 1 Sen
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App Registered Successfully Pop-up
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Step-by-Step Instructions

Start on the Developer Dashboard

1. Click on Register Application on Dashboard to land on Application
Registration. Alternatively, you can also click on Add New
Application button on the Manage Application page to register a new
Application.

The New Application Registration Page is displayed.

New App Registration Page Step 1

More Information

IMPORTANT! All fields
marked with an * (Asterisk)
are mandatory fields.
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2. Choose the Application Category from the drop-down options such as:

+ Patient Engagement
+ Data Visualization

3. Click the radio button selecting your Application Type

IMPORTANT! All fields
*  Web Application or marked with an * (Asterisk)
. Mobile Application are mandatory fields
Based on your selection Application Details section fields would
change.

4. Enter the Application Details:

A. Application URL

0  Web Application URL for Web Application

0  Apple App Store URL and Google Play Store URL for Mobile
Application

Application Name

Application Description

Select the Application Audience type from the dropdown who are
going to be your audience using the app.

0 Patients
0 Clinicians or Administrative Users
0  Back-end Systems

OOw
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5. Incoming APIs are the scope of data that the developer wants or ask
for from FHIR API

A

B.

o O

m

Use the Search Bar to search the available data that the
application going to use from FHIR API

To select a single API from the Available Box, click on it. The API
is highlighted in Blue.

Click on the right facing arrow > to move the selected API to the
Selected Box

Click on the left facing arrow < to move the deselect API from the
Selected Box

To deselect a single API from the Selected Box, click on it. The
APl is highlighted in Blue

TIP! To know more on please
refer to How Incoming APIls
can be selected or deselected

6. Redirect URL - these are URLs of your application where you want
response from the Admin. This end point where the Admin would
redirect you back to your application after authentication of user in
IDM server.

You can enter a URL.
Select the URL you want to add.

IMPORTANT! Minimum one
URI is mandatory to be added.

TIP! To know more on editing
or deleting one particular URL
before submission on please
refer to How to Add Redirect
URL

7. Provide the Additional URLs:

ooy

Application Logo URL

Terms of Service URL

Privacy Policy URL

Transparency Security Attestation & Certifications

IMPORTANT! All fields
marked with an * (Asterisk)
are mandatory fields

8. Provide the Customer Service Details:

A.
B.

Customer Support Email ID
Customer Support Phone Number

IMPORTANT! All fields
marked with an * (Asterisk)
are mandatory fields
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9. Terms & Conditions TIP! Once you check the
checkbox the Blue Check Mark
A. | certify that | have read and agree to AvMed Terms of Use, ‘ " will be visible.
Privacy Policy and Disclaimer— you must select this check box, |For unchecking click the .
otherwise you cannot submit the form. Click on the links to read
the pO|iCieS and conditions Carefu”y. IMPORTANT! AvMed will not
B. |agree to the CAR_IN Code of Conduct - you must se_lect this _ lconsider any application that
c_heck box, otr_\er\lee you cannot submit the form. Click on the 'a are not in adherence with
signed copy' link to download the copy of CARIN Code of CARIN Code of Conduct
Conduct, sign the copy and send it to
interoperability _developersupport@avmed.org.

10. Click Continue
Step 2 of New App Registration Page is displayed.

New App Registration Page Step 2

IMPORTANT! All fields
marked with an * (Asterisk)

11. Fill the questionnaire answering your organization / company related [@ré¢ mandatory fields
information.

12.. Provide the detailed Business Contact Details Address.

* Contact Name

e Business Email Address
* Telephone Number

* Address Line 1

* Address Line 2

+ Zip Code
+ City
+ State

Steps More Information

13. Click Submit.

Your application registration successful pop-up appears on the top right
corner.

App Registered Successfully Pop-up
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14. Click on the close Icon "X" to close the pop-up.

Your application registration is successful.

What's Next

App Registration request details would go to Payer for review and Approval.
You can see the details of the list of App Registration like App ID and Name,
Approval Status, Details for Approved Application in the Manage Application
Page.

You will receive an email once the Payer approves or reject the application.

5.1.2 How Incoming APIs can be Selected or Deselected

Follow the step-by-step procedure to know in detail about how to select or deselect Incoming APls.

Before you begin

«  Follow up to step#3 of App Registration Snapshot in this chapter to reach Add API step

Step-by-Step Instructions

Steps More Information

App Registration Page

1. To select a single API from the Available Box, click on it.
The API is highlighted in blue

2. Click on the right facing arrow > to move the selected API to the
Selected Box

Selected API would appear on the Selected Box.
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3. To deselect a single API from the Selected Box, click on it.
The API is highlighted in blue

4. Click on the left facing arrow < to move the deselect API from the
Selected Box

Deselected APl would appear on the Available Box.

5.1.3 How to Add Redirect URL

Follow the step-by-step procedure to know in detail about how to add redirect URL.

Before you begin

Follow up to step#3 of App Registration Snapshot in this chapter to reach Add API step.

Step-by-Step Instructions

Steps More Information

App Registration Page

IMPORTANT! Minimum one URL is

1. You can enter a URL. You must enter at least two characters. mandatory to be added.

A list of matching URIs with descriptions is displayed.

2. Select the URL you want to add.
The URI is added with edit and delete options.

Edit / Delete the URL
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3. OPTIONAL! If you wish to edit or delete the URI follow the
below mentioned steps:

A. To Edit: Click on Edit Icon . A Pop-up opens where
you can edit the URL. Refer to step# 4 to know more.

B. To Delete: Click on Delete L% | Icon. The URL
will be deleted.

Edit Pop up

4. Edit URL

IMPORTANT! You won't be able to edit /
delete any URL once the application is
saved.

A. Edit/ correct the URL in the box.
B. Click OK to close the Pop-up.

URL is edited and added on the App Registration Page.

6 Manage Applications

6.1 How to Manage Application in Developer Console

In Manage Application Page, the developer can view details regarding all the applications that have been
registered. An email is triggered to your registered email address upon the approval or rejection of the Sandbox
and Production Access. Follow the step-by-step instruction to view and manage applications:

Before You Begin

* Log in to the Developer Console and be on Dashboard.

Screens

Manage Application Page
AvMed E5an n Helo, Jason Barg ~

CASHECARD MANAGE APPLICATIONS SUPPORT

Step-by-Step Instructions

Steps More Information
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Start on Developer Dashboard

1. Click on Either of the following land to land on Review
Application

IMPORTANT! Minimum one URL is

. Manage Applications on the Menu Bar mandatory to be added.

. Manage Applications on the Dashboard box The
Review Application Page is displayed.

Manage Applications Page

2. Click Register New Application button to register new TIP! To know more, please refer to How
application to Reqister New Application.

3. Following details would be shown in a tabular for:

A. Application ID - Unique application ID gets generated
automatically against each application.

B. Application Name - The Application name that you TIP! To know more on Details, refer to
have provided while registering. How to View Application Details section

C. Approval Status - The Approval status by the Identity |in this chapter.

Admin — Approved, Rejected or Pending)

D. View - This would be containing details about Client ID
and application credentials, which third party
applications have to pass to ldentity Server in order to
initiate Authentication process.

P>

The View Application table has the sorting option. You can
sort the table on column header. Click on column header
title to sort the table as per your preference. If a table

header shows a down arrow, this means that you can
re-sort the table based on the information in that column on

descending order. The upward arrow symbol °
represents that the table that is sorted ascending order
based on that particular column.

6.1.1 How to View Application Details

View Details option is available only for the applications that have been approved by the payer. The payer reviews
the Application details thoroughly and thereby approves or rejects the application. Application can be approved:

*  For the Sandbox Access
*  For both Sandbox and Production Access
IMPORTANT!

Please note that an application has to be approved for Sandbox Access prior to the approval for Production

3470 N.W. 82nd Ave,, Doral, FL 33122 | AvMed.org



AvMed Embrace better health:

access. If an application is rejected for Sandbox access, the same application would be automatically rejected for
production access as well. However, the application can only be approved for Sandbox access rejecting the
production access.

Follow the step-by-step instruction to view applications details:

Before You Begin

+ Follow step#1 of How to Manage Application section in this chapter to reach Manage Application Page

Screens
AvMed Eisan ) Heto, JosonBerg -
DASHBOARD MANAGE AFPLICATIONS SUPPORT »

Manage Applications

Manage dl applicalions below.

= s e e
4cacdfdgangiokngknnjnknikhidvadserd New App Test Registation Approvea “

4cacdfdgdngjgkhgknhjnknkikhjdvadserd Hew App Test Registration Pending “

4cacdfdgangjgkngkhnjnknkiknjdvodsend Hew App Test Registration Rejected “
4cacdfdgangjgkhgkninjnkhigknjdvadsend Hew App Test Regisiraficon Rejected “

Showing 1 -50f Sshowingof | 10 per page - m

Helicn of Mondiseriminoton | Eipoiol | Byl ylyen | Tevg Wi | Porugols | SR | Mangal | Tagaieg | Prome
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View Application Page

AVM‘d WM -n Helo, Joson Berg «

DASHECQARD REVIEW APFLICATIONS SUPPORT w

View Application

View applicalion delaik.

Apglication D Application Harme AFIType
720b293810964c3d8b0046d00aTid43e3 Provider Segment Portal Patient App
Basic Information  Additional Information

Basic informakion

Appication Type

Welb Apphcation Maolkile Application

“Web Appldcation URL

hitps://healthgen.com

Deseription

Application Logo URL
hitps://healthgen.com

Terrn of Sefvices

hitps: /fhealthgen.com

Frivacy Polcy URL
hitps://healthgen.com/policy

Trarsparency Securily Altestation & Cerfifications

Permissions

ValueSel sexpanad SearviceRequest.Seaich SeaiviceRequest Read RviewCollection. Update

ReviewCollection Read

Rediwrech URLs

Enfer 2 & More Characters

Salected Henis
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AvMed EiFan

DASHE CARD REVIEW APPLICATIONS

View Application

View applcalion delois
Application I3 Applicalion Home
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Sandbox Key Pop-up

Sandbox KEey

Cliznf ID
720b2%3810964c3dBb006dD0aTid43e3

Chent fecral Code
FRGFFFDGREGIFFDG @ GFFFD GREGFFFDGTaGE
FFDGR@GFFFDGRaGFFFD GREGFFFDG

Copabifty stolement

CLOSE

Step-by-Step Instructions

Steps More Information

Start on Developer Dashboard

IMPORTANT! Minimum one URL is
1. Click on the View button mandatory to be added.

View Application Page appears.

View Applications Page

2. View Application pages by defaults lands on Basic Information
details section. You can view following:

* Application ID
* Application Name
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3. Basic Information page displays the information field by the
developer in the Step 1 of New Application Registration
Process along with Access Keys (Sandbox & Production),
Support Information and comment for approval or rejection
of the request from the Payer.

Sandbox Key Pop-up

4. On clicking View Sandbox Access Keys, a pop-up opens up.
You can view sandbox credentials (Application ID,
Application Secret and link to Capability statement, which
third party applications have to pass to IdM in order to
initiate Authentication process. Click Close to close the

popup.

Production Key Pop-up

5. On clicking View Production Keys, a pop-up opens up. You
can view production credentials (Application ID, Application
Secret and link to Capability statement, which third party
applications have to pass to |IdM in order to initiate
Authentication process. Click Close to close the pop-up.

Glossary

A

API: Application Programming Interface - a computing interface that defines interactions between multiple
software intermediaries.

E

EHR: Electronic Health Reports - a digital version of a patient’s paper chart

F

FHIR: Fast Healthcare Interoperability Resources - is a standard describing data formats and elements (known as
"resources") and an application programming interface (API) for exchanging electronic health records
(EHR).

H

HL7: Health Level Seven International - Founded in 1987, Health Level Seven International (HL7) is a not-for-
profit, ANSl-accredited standards developing organization dedicated to providing a comprehensive
framework and related standards for the exchange, integration, sharing, and retrieval of electronic health
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information that supports clinical practice and the management, delivery and evaluation of health services.

IdM: Identity Management is a framework of policies and technologies for ensuring that the proper people in an
enterprise have the appropriate access to technology resources.

S

SMART: Substitutable Medical Applications and Reusable Technologies - Substitutable Medical Applications and
Reusable Technologies

URI: Uniform Resource ldentifier
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