Sentara

Transition to Microsoft Authenticator

I Cisco Duo is Retiring Soon.

To improve your account security, we are moving to Microsoft Authenticator as the
recommended Multi-Factor Authentication method.

You can also set up Text Message codes or Phone Call verification as alternate options.
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Confidentiality Notice

This document contains confidential and proprietary information intended solely for
authorized individuals within the organization. Unauthorized review, use, disclosure,
reproduction, distribution, or any other dissemination of this material is strictly
prohibited.

If you are not the intended recipient or do not have permission to access this
document, please notify the document owner immediately and delete all copies.
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Select your Multi-Factor Authentication (MFA)
Option

e Microsoft Authenticator App — best security and fastest login (/T Cyber
Security recommended)

o Text message — simple, but less secure [Page 4, 5 & 9]

o Phone call — easy, but less secure [Page 4, 5 & 10]

If you choose Microsoft Authenticator

Before you start: Install the Microsoft Authenticator app on your phone from the
Apple App Store or Google Play Store.

Navigate to your mobile app store and search for Microsoft Authenticator. You'll
see the application matching the one shown in the screenshot below.

10:50 Wil €
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Microsoft
Authenticator
Prote oL line identit
v
4.7 4+ No.5 [
% % Kk ‘
What's New >
We're always working on new features, bug fixes,
and performance improvements. Make sure you stay
updated with the latest version for the best more
Preview

Greater security
across your accounts

Set Up Microsoft MFA

Go to the Security Portal from your computer

IMPORTANT: Do NOT sign into portal from your MOB'LE PHON E

Open a web browser on your computer to continue.
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Navigate to: https://mysignins.microsoft.com and enter your username with
username@sentara.com and password on the next screen.

B Microsoft
L Sentara’
Sign in
& wianjum@sentara.com
ml'ljl.ll'l'l@SEl'llﬂfﬂ.CDm
Verification Required
Can't Adceis your SEcount?

o will be redirected to Duo to verify you ¢

}'::_;l. in another way

Mext 3

[ 5
SEH ta ra Need Assistance b.gging in?
You are requised to enter your
 wranjum@sentara.com usernamesksentara.com to log in (Bx
abcdefisentara.com)

Enter password
Seyitara employees and contractors in need of

LELEEEEERER L8 L .-uppor‘t mﬂj’ {a” T57-857-8190 or 1-855-306-2252
and select oplion 2.

Forgot password?

If you're a physician or a community office staff

member in need of assistance, please contact 757-
m 388-5300 or 1-866-209-0998

After clicking Continue, you will be redirected to Duo on your mobile device. Open
the Duo app, tap Approve, and then select Yes, this is my device.

cisco cisco
Check for a Duo Push Is this your device?
Verify it's you by approving the notification... If you're the only person who uses this device,

Duo will remember it for future logins.
Sent to "IQS" (+ee seaes sl £182)

Yes, this is my device

N ©

No, other people use this device

Other options

Need help? Secured by Duo
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Add a New Method

From your computer, on the "Security info” page, click the + Add sign-in
method button.

Sentara ‘ My Sign-Ins L Search recent activity
WA WAHEED ANJUM Security info
WXANJUM@SENTARA.COM
These are the methods you use to sign into your account or reset your password.
& My Account ™ -+ Add sign-in method
Overview = » g Last updated:
asSWOr 3 days ago
Security info
Devices Lost device? Sign out everywhere

Select Authenticator Method Type [Select the ONE suitable option]

In the pop-up window, if you choose to use the Microsoft Authenticator App, choose
Authenticator app and click Add. If you prefer to use SMS/Text or Phone call
verification, choose Phone and click Add. For Microsoft Authenticator continue to

the next page. For SMS/Test or Phone Verification J U MP to Page 9 and Page 10

Add a sign-in method X

& Microsoft Authenticator
e Approve sign-in requests or use one-time codes

3  External Auth methods
43

You will be redirected to complete registration

Hardware token
() Sign in with a code from a hardware token

% Phone <<

Get a call or text to sign in with a code

% Alternate phone

Get a call to sign in with a code

% Office phone

Get a call to sign in with a code

Learn more about each method to help you choose.
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Set Up the Microsoft Authenticator App

Click Next on the upcoming screens.

Install Microsoft X
Authenticator

Install the app on your mobile device, then come
back here to continue.

‘ b GETITON £ Download on the

GooglePlay = « App Store

Set up a different authentication app

Back Next

Set up your account in app X

If prompted, allow notifications. Then add an
account, and select Work or school.

Back Next
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i
Scan the QR Code [Apple User] '

1. Open the Microsoft Authenticator app on your phone.

2. Tap "Scan a QR code™" and use your phone's camera to scan the code on
your computer screen.

DO NOT SCAN THE QR CODE SHOWN BELOW. Please scan the QR code
displayed on your web browser computer screen. The one below is only an example
for guidance.

= Authenticator

Scan the QR code X

Use the Microsoft Authenticator app to scan the QR
code. This connects the app to your account.

Then come back and select Next.

Can't scan the QR code? g8

Back Next A =

Once you scan the QR code from your computer screen, your account will be added
to the Microsoft Authenticator app, as shown in the example in the right screenshot
above. Then click Next.

Scan the QR Code [Android User] @]

1. Open the Microsoft Authenticator app on your phone.
2. Tap "+ Add account" > "Work or school account”.

3. Tap "Scan a QR code" and use your phone's camera to scan the code on
your computer screen.
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Approve a Test Notification

You will receive a test notification on your phone. Approve it to finish setup.

= Authenticator CHT
Ej Are you trying to sign in?
Sentara Health >
WXANJUM@SENTARA.COM
1 * X Enter the number shown to sign in.
Let's try it out )
64
ﬂ,‘l No, it's not me Yes
-1 o e S
1 2 3
ABC DEF
64 4 5 6
GHI ) JKL 2 MNO
Enter the number shown in the app to approve the 7 8 9
sign-in request. rons L e
0 &

Back

@

= Authenticator (S

@ Authenticator Added

MSFT

@ Sentara Health
WXANJUM@SENTARA.COM
m waheed@57kjgy.onmicrosoft.com

You can now use Microsoft Authenticator to approve
sign-ins, get one-time codes, and more.

This is now your default sign-in method. g0 |

= A o

Authenticator Verified IDs
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Set Up Your Phone for SMS/Text

Add your phone number and ensure “Text a code” is selected, then click Next. You
will receive a verification code on your mobile phone; enter the code and click Next
to proceed.

DO NOT COPY ANYTHING FROM THE SCREENSHOTS.
THEY ARE FOR DEMONSTRATION ONLY.

Add your phone number X AN EXAMPLE OF TEXT CODE

‘ Use verification code 865441 for

Microsoft authentication.
Verify it's you with a call or text code to your phone.

Country code

United States (+1) ~

Phone number

1934567891 Verify your phone number

Choose how to verify Enter the code we sent to +11234567891.
'é‘ Text a code

O cal Enter code

Message and data rates may apply. Pressing Next Didn't receive the code?

means that you agree to the Terms of service and
Privacy and cookies statement. Next

Back Next

Multi-Factor Authentication with Phone Text code has been successfully registered.

& Phone number added

X

You can now receive a code each time you sign in.
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Set Up Your Phone for Call Verifications

Add your phone number and ensure “Call” is selected, then click Next. You will
receive a verification call on your mobile phone; enter the “#” from your mobile
keypad.

DO NOT COPY ANYTHING FROM THE SCREENSHOTS.
THEY ARE FOR DEMONSTRATION ONLY.

Add a phone number X

‘ AN EXAMPLE OF PHONE CALL

Verify it's you with a call or text code to your phone.

Country code

_ You will be asked to
United States (+1)

press “#” from your
mobile keypad.

Phone number

Choose how to verify

OTextacode
@ cal Verify your phone number X

Message and data rates may apply. Pressing Next
means that you agree to the Terms of service and We're calling you on +1
Privacy and cookies statement.

Back Next
Multi-Factor Authentication with Phone call has been successfully registered.

@ Phone number added

%

You can now receive a code each time you sign in.
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Microsoft Authenticator Completion

MFA with Microsoft Authenticator [15t Screenshot] or Phone Text Code/Phone Call
[2"d Screenshot] has been successfully registered.

Sentara | my Sign-Ins

WAHEED ANJUM Secu I’ity info

WXANJUM@SENTARA.COM . i
These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

My Account ~
Sign-in method when most advisable is unavailable: Microsoft Authenticator - nefification Change
Overview
-+ Add sign-in method
Security info
Last updated:
. Password .
Devices (=] 12 minutes ago

Change Password @& Microsoft Authenticator

< Push multi-factor authentication (MFA) Phone 16 Pro

Organizations

Settings & Privacy Lost device? Sign out everywhere

Phone/SMS Completion

Sentara | My Sign-Ins ~ O Search recent activity
WAHEED ANJUM Security info
WXANJUM@SENTARA.COM

These are the methods you use to sign into your account or reset your password.

My Account o~ -+ Add sign-in methed

Owverview Qa Phone .

Security info

Last updated:
El Password - P
Deviaes 6 days ago

ClEpreis s Lost device? Sign out everywhere

Organisations

For enrolliment support, please call 757-857-8190 or 855-306-2252 and select
option 6.

Thank you!

Sentara IT Team
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